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3. What was the problem(s) to be solved by the invention or what was the need(s) for the invention- 

The nopulan.v ... d.e.ial ,M,,.en,. *di „ V||M ,,„ IM c files. elee.mn.c p,,ncs. and l>V|) movies. ,s eroivmu :„ a we.ncmW ra.c Portable 

JtSX^lt :^ P l " em * Naprtcn - ' htT,: ,S a ,Ha:U ,i,r "« in,:,h, " ls ™len, .ha. 

™l*'' h, . N ' V,i,Wi,!?C,^e " , ,I * M .' ,s " "«« '«• J^rihc Ihu pn.lCL.ion of ngh.s ami .he management of rules rclaled to 

IT 7 . P ,n,orma, '" n - Jn " nto govern various W of a diui.al object. SZS. t^Tite oSL ' 

- - — • — - 

■ST'!!!''" 1 '? Pr "" X '"7 d 't ,,: " " bjeC,S anU ,lh;,f ,ulcs ,s m " "'raighifiirward. Hackers will lively have direct access In Ihe diui.nl nbiects 
T, rL ^ MamP, u aWl n " ,iS may HC S, " rttJ " n ,he disk d " vc ^ where .hev can be S.3 Iv^eesS by an edS 

The smc of.he digiul ,*,cct can become very large. P„r sample, compressed digital songs arc tvp.callv I to 5 Mbits ind DVD mov^ enn 
he orders ... .nagmmde larger. Ver,ry,ng tha, >.,ch a large d,g,,al ohjec. has n-M been allered ^X^n^MM^Z^ 
soKe, ,.„, problem b> provulmg an e.r.c.en. ,c W ... Ue.c.-, chan^.n Ui„„a» ohjee.s anU .he, iotJed "sTge ~ ' 
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4. What is the prior art, and why doesn't it resolve the problemfs) or fulfill the need(s): 

In our situation, the content and usage rules constitute a digital object that we refer to as a -content packaee" A well-known ,, 
method for authent.es ting the integrity of a digital object usee a digits! signature scheme to sign TS^X^Jk oTSL A pH 

» JSJEKf : r^TK S ' 8natUrc SChCme and ha$h 10 pf0KCt digital COntent is de P'' cred in F ^ re I According to Figure 1. *Z£f£\ 
S 11,6 " ' The comem '""crypted with a secret key ,o protect it from being used by anyone other than clntent pu^chSe r^h 
encrypted content is men cryptograph ically hashed to produce Hash(£C). This hash value is placed into the certificate CCm Tne CCe 
cemflcate also contains the content's usage rules along with the content decryption key that is assigned to the content , urchaLrSn 
publicly cryptography. Finally, a trusted authority digitally signs the certificate. purcnaser usm, 

Verifying the authenticity of a content package is simple. The first step is to verify the signature of the digital signature of CCerr Once rhi» 

2 .ton ^auienliated " aUthen " C - ThB rendennS of C ° ntent begin on 'y after the c ™ e n< I*** 

The main problem with this prior-art solution is that It can eke too long to calculate the hash oF the entire content packaee A user of a 
content rendering device expects rendering to begin immediately. After pressing the P | 0y button of an MP 3 P ° y e r E song should In 

whJ uZ ^kTS/S? timC COnSUmms - For « am P ,e - lbc estimaKd *«* '0 impute the SHAI hash of a typical MP"! 

bu^Zaon IS ^JE" P . r0CCSS ° r - IS " * 20 C,Car ' y lhiS " ,0 ° ,0n S and a ™<* efRcien. method's needed. More 

background on pr.or-art data authenticate solutions can be found in standard cryptography textbooks such as: 

Douglas R. Siinson. "Cryptography: Theory and Practice." CRC Press, 1 995. 

5. What is the invention being disclosed: 

Our invention eliminates the need to calculate thc hash of the entire content package before rendering the content instead the h«h is 
calculated incrementally and verified as the content is being rendered. 

,°to !i3?^ in 2 ' k AS ? I" P - ri ° r * art • SOlUtj ° n ,he finit Step is t0 ,he COntent ' ** -"tent is split 

" * \ h " nk ? • ™ U ^P'ograph.c fash o| each of these chunks is .hen calculated and stored into a "hash (able". Thc entries of the 

lloruy ,0 CrCi,U: " OVttra " ,iaKh "' The <WerU " hash h p,:u;ed intt> ,ne ccr,mcatt CCW ,hat * *" -iJSd I bj -Trruslcd 

The | advantages of our scheme become apparent when authenticating the content package. Figure 3 shows that our authentication pmecdurc 
begins wuh a vernation „Mhe hash table. The overall hash of the hash table is recalculated and then compared to the hTStaE 

S TSSi . TV*™ aSrcC : ' nd Sil?ni,,U,C ° n CCen b va,id - lhcn ,hc hash lab,e ™ d I" binding to ,h usa»e ru 2, is 
ver.hed. S.nce Ihc overall hash is not over the entire content, but just .he hash (able, it can he quickly calculated. 

,hT 5 J,sh , has l b ^ n 'he hnsh of, he individual chunks can he verified. Figure 4 shows our procedure lor verifyine 

IZnS'.? C ■ U y ee " tu,,llliniit ' a " jd - agreement of ,|,c hash values implies that the chunk is aulhen.ic. It should be 

noted that the computation o, « chunk s hash is not as time consuming as computing thc hash cir the entire content package A so this hash 
value can be calculated ,n parallel to the chunk decryption. Thus, rendering can begin almost immediately. 
6. How does this Invention resolve the problem(s) and fulfill Ihe need(s) in a new way: 
(Attach any drawings or diugrams you feel are necessary for clarification) 

^JX^^S^T 1 ^ 1 | C ° mC . m artU " S bi " ding U> USa8C m,CS WaS SDlvcd USin - 8 a *vide-and-c.,nqucr wn«ch. Our invention 
« ceo fit ^ re^'^'« 5 CDnC,UC K ' tV T' P, : 0 • SeS ■ If" phaSe PmVide - S aSSUranCe ,hat ,he hash ,able is Shemfc and bound to 
he ha,h US hi i P Se .? n be 1 C ; ,l,:ll,i " cd vcr y ^'^'y si "« '«« hash of the hash table needs to be computed. By hashina 

the hash tabic, hackers are prevented from deleting, adding, or rearranging the content chunks. 

The second phase of our invention verities the authenticity of every content bit. The hash of the content chunk is compared to the hash table 

itsriT is bound to ihc cor,ifiea,c and ru,us - m hash « be - ^ « a 

itS^ fhe iSfSt h ProiCC ' ine T C ^ y ' arBC COn,ent ,1,0S (, ' e " Vide0) ' ,n ,his si,U£Mion ' thB hash tab '" «■ be vcr y and 
iah.2 h 1^ »!r • . ? , bB T CS 100 S, ° W - ° Ur inVcmKin ' Wi,h a minor ^iflcation. can handle this problem by allowing the hash 
tub e . , be subdivided .nto chunks that are subsequently hashed and added .o a secondary hash table. The resultinu scheme lhcn uses 
multiple layers of hash tobies and a single certificate to authenlicate all of the hash tables and the content 

^'i.it? SC,05ed i ? yUn "° n pmVidCS an emdcnt mC " rtS au,hen,ii:ate di « i(al "=»n«nt and bind the content to usage rules. The security 
of otir scheme is equivalent to prior art methods, while the efficiency is improved. cuniy 

Date of conception: January. 2001 and if applicable, date flrsi built (or written) and successfully tested: 
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8. Produces) this Invention may be used in: 

Ste o"d vWm Pa8erS ' m ° bi)e Ph0lWS ' aU,0m ° ,iVC enteminmcnt s y stcms - ™<* set -«>P boxes that handle digital content such as musi. 

9. Date the first offer for sale was made for a product incorporating this invention: 

None, but there are plans to discuss our secure content distribution system with Vivendi/Universal and Disney. 

10. Date the first disclosure of this invention was made outside Motorola without a nondisclosure agreement: 
None, but disclosure during an SDMI meeting is being considered. 

11. Approvals: 1) Technical Staff or Patent Liaison 2) Management (both required) -Signing Ms form mem to the Jaa ,lm yo„ mOenmd the invent* 



2) 



2% ^ c fjf l 




uepr. No. 


Location/ Km. 


if Phone Number 


Witnesses: 




\ \ 







Witness: 



13. 



Contributing Invcntor(s): Parent Depigment will determine legal inventorship 



Date: 



5) 



6) 



Ciii/rnshtp 



OapLfft. 



r- 



City 



7A? 



aijruwuro 



CntawnMp 



SSN 



3) 



1.N0. usitlaivRmLf Phono l\fu*t»r 
EE to* ftp 



SlBf»1uf» 



Ogpt. No. 



Phono Numbof 



SSM 



K What Is the business impact of having a patent on this invention, for Motorola and/or competition: ~ ~ 

It is in Motorola* interest to ensure that their products uphold the emerging security requirements lor managing digital data, while also 
providing lor an enjoyable user experience lor our consumers. Our disclosed invention provides a novel meihod tn improve a user'* 
experience by ensuring thai their content can be rendered without delays or interruptions due to annoying DRM requirements. 

Being first to market wi(h a Digital Rights Management system that does not hinder the end user will secure Motorola's leadership in (he 
industry Other organizations may mandate the use of our solution, in which case financial gains can be made from licensing and royalty 
tees. In add.Hon orders tor our products can be expected to increase as u resell of our name being tied to a secure and user friendly solution. 
15. Expanded description; list any additional details you feel would be helpful in describing the invention: 



16. Additional details concerning the prior art related to this invention: 



Attach any backup documents or provide any other Information you feel would be helpful In determining the desirability of obtaining a patent on 
this invention. Any attachments that are critical to the disclosure of the Invention should be witnessed. 
See attached Figures 1 to 4. 
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Figure I. PriorvVit Method rbr 8indiiig EncrypieU Content to a Rules Certificate 
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Step 4: Calculate "Overall Hash" 
of the hash table entries 
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Step 5: Add the 
overall 
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Figure 2. Proposed Method Binding Encrypted Content to a Rules Certificate 
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entire content, so it can be 
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J Step 2 
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Step 2: Make sure the "Overall Hash" 
agrees with the certrficate. 



Step 3: If the hashes agree and the 
certificate's signature is valid, 
then the "Hash Table" and Its 
binding to the usage rules are 
verified. 
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Figure 3. Proposed Method (or Verifying a Content Package's "Hash Tuhb" 



Hash Table: 



H&ah(ChunkU 
HashfOtunfg) 



Hash(ChunK3) 
HashfChunM) 



Hash(ChunkS) 



Hash(Chunfce) 

En cry plod 

Content; 



Step 2: Compare the 
hash values 



Step 1: Recalculate the "Hash Table" entry 

Note - this hash can be calculated in 
parallel to chunk decryption 




* Hash'(Chunk1) 



Step 3: If the hashes agree, then 
rendering of the chunk can 
proceed 
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Step 4: Repeat steps 
for each chunk 
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figure 4, Proposed Mcilunl Inr Verifying :i Content Package's Content "Chunks" 
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US 

Motorola Confidential Proprietary 

*»WW-M Page4 February 200J 

and Larry Puhl, was submitted to the Motorola Corporate Patent Committee. This patent 
describes a DRM system using domains rather than check-in and check-out. 

A patent disclosure (CR00287M) dated Febmary 15th, 2001 and titled "A Method for Securely 
Binding Usage Rules to Digital Content," by Tbm Messerges, Ezzy Dabbish, Larry Puhl, and 
Doug Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent 
^describes an efficient cryptographic hashing scheme for binding DRM rules to digital content. 

A patent disclosure (CR00288M) dated February 15th, 2001 and titled "A Method and System for 
Block Cipher Encryption Using a Large S-box, Potentially Keyed by a Stream Cipher," by Doug 
Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent describes 
DECK, a content encryption algorithm. 

A patent disclosure (CR0O289M) dated February 21th, 2001 and tided "A Method for Preventing 
Information Leakage During a Squaring Operation," by Tom Messerges and Doug Kuhlman, was 
submitted to the Motorola Corporate Patent Committee. This patent describes an efficient method 
to randomize the squaring operation used in the DECK algorithm. 

Future Plans 

1 . Distribute the DECK white paper for further review and cryptanalysis. 

2. Develop a DRM demonstration system to show how a music can be securely distributed from 
a kiosk to Motorola products via Bluetooth. 

3. Continue writing a white paper titled "A Framework for Managing Digital Content in Motor- 
ola Products". 

4. Develop a presentation to describe management of digital content in Motorola's wireless 
products. 

5. Keep abreast of the security aspects of the SDMI activities. 

6. Keep abreast of watermarking technologies and how these technologies will impact Motor- 
ola's products. 

Responsible Engineers: Ezzy Dabbish 

Brian King 
Doug Kuhlman 
YlLi 

Tom Messerges 
Dean Vogler 




(M) Motorola Confidential Proprietary 
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2000-575-01 



Page 4 



June 200 J 



Patent Status 

A patent disclosure (CR00286M) dated Febroary 12th, 2001 and tided "System and Method for 
Secure and Convenient Management of Electronic Content," by Tom Messerges, Ezzy Dabbish, 
and Larry PuhL was submitted to the Motorola Corporate Patent Committee. This patent 
describes a DRM system using domains rather than check-in and check-out The concepts of this 
patent were filed in a provisional application on April 18, 2001. On June 22, 2001, the Motorola 
Corporate Patent Committee decided to pursue this disclosure. 

A patent disclosure (CR00287M) dated February 15th, 2001 and tided "A Method for Securely 
Binding Usage Rules to Digital Content," by Tom Messerges, Ezzy Dabbish, Larry Puhl, and 
Doug Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent 
describes an efficient cryptographic hashing scheme for binding DRM rules to digital content On 
June 22, 2001, the Motorola Corporate Patent Committee decided to pursue this disclosure. 

A patent disclosure (CR00288M) dated February 15th, 2001 and titled "A Method and System for 
Block Cipher Encryption Using a Large S-box, Potentially Keyed by a Stream Cipher," by Doug 
Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent describes 
DECK, a content encryption algorithm. On June 22, 2001. the Motorola Corporate Patent Com- 
mittee decided to pursue this disclosure. 

A patent disclosure (CR00289M) dated February 21th, 2001 and tided "A Method for Preventing 
Information Leakage During a Squaring Operation." by Tom Messerges and Doug Kuhlman, was 
submitted to the Motorola Corporate Patent Committee. This patent describes an efficient method 
to randomize the squaring operation used in the DECK algorithm. On June 22. 2001, the Motor- 
ola Corporate Patent Committee decided not to pursue this disclosure, but instead to send it to 
Motorola BCS for their consideration. 



Future Plans 

1 . Continue the cryptanalysis and development of DECK software. 

2. Develop a DRM demonstration system to show how a music can be securely distributed from 
a kiosk to Motorola products via Bluetooth. 

3. Continue to consult with product groups and develop presentations describing content man- 
agement strategies for future Motorola products. 

4. Keep abreast of the security aspects of the SDMI activities. 

5. Keep abreast of watermarking technologies and how these technologies will impact Motor- 
ola s products. 

Responsible Engineers: Ezzy Dabbish YiLi 
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From: 
Sent: 
To; 
Cc: 

Subject: 



Juffembruch Dan-AOJ001 

Tuesday, July 24. 2001 3:14 PM 

Michelle Larson (E-mail) 

Donffn Leo^LO080; Nichols Da^ECOROI 

FW: FedEx shipment 781618890230 



Michelle, 

!!t^iV ent r U l Pe ? P ack *S e toda V would like quotes on tvo additional patent 
aS^^M^^H^r 108 ^ 3 CR002B6M CR0Q287M. One was already filed as a provisional 
application and we have also sent a copy of the provisional filing. 

The two are in the area of Digital Rights Management DRM. 
sometime when we speak in the future. 

Thanks, 
Dan 



I can explain the portfolio area 



Dan Juffembruch 
Division Patent Counsel 
Motorola Law Department 
Corporate offices 

1303 E. Algonquin Rd, Schaumburg, IL 60196 
847-538-3129; 775-806-3679 fax 
Dan. Juf f ernbruchfflmotorola . com 

"Visionary companies like Motorola don't see it as a choice between living to their values or 
being pragmatic; they see it as a challenge to find pragmatic solutions and behave consistent 
with their core values .» Built to Last, Collins & Porras (c)1994. 

This electronic transmission (and any attached document) is for the sole use of the individual 
or entity to whom it is addressed, it is confidential and may be subject to attorney/client 
privilege. Any further distribution or copying of this message ie strictly prohibited, if you 

f!:"^ ^ hxs me8B f9 e in error, please notify me, and destroy the attached message (and all 
attached documents) , immediately, * 

Original Message 

Prom: Karen Kase-AKKO10 [mailto: Karen Kass-AKKC19fiemail.raot.com] 

Sent: Tuesday, July 24, 2001 2:17 PM ~ 

Tot Dan. Juffembruch 

Subject: FedEx shipment 791618890230 



KAREN KAflS of MOTOROLA, INC sent MICHELLE LARSON of LARSON & ASSOCIATES 
a Standard Overnight FedEx Envelope. 

This shipment is scheduled to be sent on 24JUL01. 

The sender included the following message: 

"Dan Juffembruch is sending copies today, via FedEx, of two disclosures: 

CR00286M and CR00287M. He would like 

you 

to 

1" 

The tracking number is 791618890230. 

To track this shipment online click on the following link; 

http://www.fedex.com/cgi-bin/tracking7tracknumbersc791618890230 
&action=track&lariguage^nglieh^ntry_eode~us 



1 
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® 



July 24, 2001 

VIA FEDERAL EXPRESS 

Michelle Larson 
Larson & Associates 
221 East Church Street 
Frederick, MD 21701 

Dear Ms. Larson: 

opAnopSff h€ ?J P , ^ s 1 e I| nd of two disclosures: CR00286M and 
mSESZmli' *h Ju ? em 5 ri, ? n wo"** »ke you to look at these and submit an 
estimate for the costs of producing specifications for both cases. 

wfth thfS? 28 ^ P rovisional, y April 18, 2001 . The documents filed 

with the case are attached. 

The inventors are all in Schaumburg and are the same on both cases with 
the exception of one additional inventor on CR00287M. 

If you have any additional questions, please contact Dan at 847-538-3129. 

Very truly yours, 
MOTOROLA. INC. 

Karen Kass, Assistant to 
Daniel W. Juffernbruch 
Patent Attorney 

DWJ: kgk 

Leo Donlin 



Corporate Offices 

1303 E. Algonquin Road, Schawnbnrg, IL 60196 (847) 538-3129 
Fax No. (847) 576-3750 
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From: KAREN KASS <B4/)575-63E4 



MQTOHDIA INC 
1303 E. ALGONQUIN ROAD 
1101,300 FLR 
SCHAUMBUflGJUenSB 



18475763750 



SHIPPER'S FEDEX ACCOUNT # 



T-228 P. 01 7/024 F-584 



To: MICHELLE LARSON (301)688-3073 
LARSON & ASSOCIATES 
221 East Church Street 

FREDERICK, MD, 21701 

flcf:ACH34 DISCLOSURES 



111111111 



SHIP DATE: 24JULG1 
WEIGHT: 1 LB8 





THK#7916 1889Q230b^ <IE!! STANDARD OVERN.GHT 
21701 -MD-US 



NH FDr^A 



WED 

AA 

Dflflverby: 
25JULD1 



SSSf JSi ifc.ISS ? £ !L f "5 ^ *.? ?? y* Wl ^ afflMd * lW P mcnt «> that the barcode portion of the label can be read and sainwed. 
!!2f u y onB,naJ hM for flW PP in *- Uri *S * Ph0te«py Qflhta label for shippmg purposes Is fcmdufem and could wsuUfc 
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l • Use the "Print 1 ' feature from your browser to send this page to your laser or Inkjet printer. 
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Donlin Leo-ALD080 



18475763750 



T-228 P. 01 8/024 F-584 



From. 
Sent: 
To: 
Cc: 

Subject: 



Juffembruch Dan-AO J 0O1 
Tuesday, August 14, 2001 4:01 PM 
Mchella Larson' 

Nichols Dan-ECOR01; Donlin Leo-ALD080 
RE: Quotes 



Michelle, 

These quotes look good. See you in the morning. 
Dan 

Original Message 

Prom: Michelle Larson lmailto:micbelle<alarflonpc.com] 

Sent: Tuesday, August 14, 2001 1;24 PM 

To: Juffernbruch Dan-ADJOOl 

Cc: Nicholfl Dan-ECOROl; Michelle Larson 

Subject: Quotes 



The following quotes include planned travel to visit the inventors, 
needed, the invoice will be lowered accordingly. 



If not 



CH00286M 

CR00287M 

CR00245M 

CML0OO31O 

CMLD0036H 

2ML00Q32D 

-ML00O59-D 



57,300 

$s,eoo 

$6,700 

$6 ,450 
$5,700 
$7,450 



r look forward to meeting you tomorrow. 

3esc regards, 

Michelle Larson 

jar son & Associates, P.c. 

121 East Church Street 

Frederick, MD 21701 

101-668-3073 



1 
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Sep-07-2005 10:53am From-MOTOROLA 



From Toidabbiah Mon Sep 24 09x34:23 2001 
Date: Mon, 24 Sep 2001 5:24:23 CDT 
To: dabbish®labs ►mot. com (Ezzy Dabbish} 
Subject: Week Ending 9-21-01 
Cc: yli@labB.mot.com (Yi Q. Li) 



18475763750 



T-228 P. 01 9/024 F-584 




- Completed three Rmtr posters: 

TRUST/ SDR, Domain diagram 
The final copy of all RMTR posters and handouts is on 
deltona: Bhared/drm/rmtr_200l 

- Participated in RMTR tech fair. 



Short Term Plan: 

- Meet with Terri Hughes regarding EPC scrambling patent 



- Work with John Kroupa of GTSS to define and implement security for 
upgradable base station project. 

- Work with Alan Bok to get him started on integrating our security 
software with his Java system. 

- Review DRM specification for upcoming Nokia meeting. 

- Work with Yi to define future DRM demonstration system goals. 

- Revise the streaming section in our white paper. 
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Sep-07-2005 10:53am Frora-MOTOROLA 



Prom TO:dabbish Man Oct 1 09:24:16 2001 
Date: Mon, 01 Oct 2001 9:24:16 CDT 
To: dabbislKSilabs.mot.com (Ezzy Dabbisb) 
Subject: Week Ending 9-28-01 
Cc: yli@labe.mot.com (Yi Q. id) 




- Worked with Terri Hughes to complete epc scrambler patent. 
Doug and I reviewed the spec and worked on the claims. 
Terri is finalizing things and should have a new version 
for us to review this week. 

- Met with John Kroupa and Henry Pierce of GTSS to discuss 
their upgradable base station security needs. We agreed to 
help them with two functions: a signature and verification 
functions. They need a solution by December, but would 
prefer something by mid-November (ideally) . 

- Worked with Alan Bok to better define his security needs for 
the SDR project. Contrary to his initial assumptions/ he 
just found out that he does not have any security for 
establishing a secure-authenticated channel. He will need 

to rely on us for all the security needs, so the scope of 
our involvement may increase- In light of these events, we're 
in the process of reevaluating his overall security needs and 
also how DRM may fits into an overall security architecture. 

- Worked with Yi to define the scope and schedule for completing 
enhancements to our demo. Dave Kennerley is anxious to show 
the demo to various audiences in the coming weeks. 



Short Term Plan: 



- Review DRM specification for upcoming Nokia meeting . 

- Continue conversations with GTSS to solidify goals and expected 
deliverables for the base station project. 

- Continue work with Alan Bok to define the security architecture of 
his SDR demonstration system. | 

- As needed, work with Yi to complete and test Dlb* demo enhancements. 

- As needed, work with Terri Hughes regarding epc scrambling patent. 

- As needed, review hash table patent from Michelle. 

- Revise the streaming section in our white paper. 



1B475763750 T-228 P- 020/024 F-584 
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1B475763750 



T-228 P. 021/024 F-584 



Prom Tordabbish Mon Oct 15 09:13r29 2001 
Date: MOD, 15 Oct 2001 9:13:29 CDT 
To: dabbislK5Jlabs.mot.com (Ezzy Dabbish) 
Subject: Week Ending 10-12 -01 
Cc: yli@labs.raot.com (Yi Q. Li) 





signed 



- Delivered DRM demo to Dave Kennerley of PCS 

- Completed personal commitments 

- Completed rewrite of SDR security requirements document 



Short Term Plan: 



- Send PCS CD-ROM with the DRM demo system. 

- Deliver working DRM example to SDR project (including small toolkit build) 

- Begin work on NSS project - get crypto code from Doug. 

- As needed, review documents: 3GPP requirements, Nokia's ERT questions, 
DA requirements ... 
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Sap-07-2005 10:54am Frora-MOTOROLA 16475763750 T-228 P 022/024 F-584 

Kass Karen-akk019 

* n J? : Tom Messerges [Tom_Messerges-ADTL01 @email.mot.com] 

Sent: Tuesday, October 23, 2001 6:56 AM 

To: KassKaren-akk019 

Cc: ° AB ?'^ H EZ2Y-AMTE09; PUHL LARRY-ATEC16; KUHLMAN DOUG-ADK031; Juffembruch 

Dan-ADJ001 

Subject Re: CR00287M 

Karen, 

I'm not aware of any prior art. Also, I'll be able to sign 
the application today or tomorrow - although I have a 2-4pm 
meeting this afternoon. 

Regards, 

-Tom Messerges 



Kass Karen-akk019 wrote: 
> 

> Gentlemen, is there any prior art for this case? If so, I will need copies ASAP. 

> Karen G. Kass 

> MOTOROLA, INC. 

> Law Department 

> 13Q3 £. Algonquin Road 

> Schaumburg IL 60196 

> Phone: 847-576-6364 

> Fax: 847-576-3750 



1 
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Sep-07-2005 10:54am F roro-MOTOROLA 

Kass Karens kk0 19 



18475763750 



T-228 P. 023/024 F-584 




From: 
Sent: 
To: 
Cc: 

Subject: 



Ezzy Dabbish [Ezz)LDabbish-AMTE09@emaiLmotcoml 
Thursday, October 25, 2001 9:33 AM 
Kass Karen-akkfl19 

MESSERGES TOM-ADTL01 ; DABBISH EZZY-AMTE09; PUHL LARRY-ATEC16' KUHLMAIM 
DOUG-ADK031; Juffembruch Dan-ADJ001 ' * UHLWlAN 

crt)0287m-sh9.tif;cr00287m-sh2^^ 



dabblsh.vcf 

Karen , 

I'm nDH aware of any prior art at the moment. We should be ready to sign the Assignment 
and Declaration today. Tom just informed, me that she. is setting ? ~ Assignment 

today. 

thanks for your help. 
~ Ezzy 



up an 11:00 am with you 



Kass Karen-akk019 wrote: 

> Gentlemen, I have been informed that these are the final checkprints; and the 
specification is also attached. I have the formal* on my desk ready to file If there 
are no further changes, please advise of your schedule for signing the Assignment and 

SS^S no^W i" 9 t0 , f T Ue th±5 °* Se tQday ' ln «*itionf SSa ani™ nave come 

™ S ? ? Zy a ? d Larr y- *° V° u kn °w of any prior art? If we don't file the 

case today or tomorrow, I won't be back in the office until Wednesday of next week. 

> Karen G. Kass 

> MOTOROLA, INC. 

> Law Department 

> 1303 E. Algonquin Road 

> Schaumburg IL 60196 

> Phone: 847-576-6364 
Fax: 847-576-3750 



> 
> 
> 
> 
> 
> 
> 
> 
> 
> 
> 
> 
> 



crOQ287m-sh9.tif 



Name: cr002B7m-sh9.tif 
Type: TIFF Image (image/tiff) 
Encoding: base64 



Name: cr0j287m-sh2.tif 
cr00287m-sh2.tif Type: TIFF Image (image/tiff) 
Encoding: base 64 

Name: crOQ287m-sh3.tif 
cr00287m-sh3.tif Type: TIFF Image (image/tiff) 
Encoding: base 64 

Name : cr0028 7m-sh4 . ti f 
cr00287m-sh4.tif Type: TIFF Image (image/tiff) 
Encoding: base64 

Name: cr00287m-sh5.tif 
cr00287m-sh5.tif Type: TIFF Image (image/tiff) 
Encoding: base64 

Name: cr00287m-sh6.tif 
Cr00287m-Sh6.tif Type: TIFF Image (image/tiff) 
Encoding! base64 
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Sap-07-2005 10:54am Frora-MOTOROLA 

Kass Karen-akk019 



18475763750 



From: 
Sent: 
To: 

Subject: 



T-228 P 024/024 F-584 



Doug Kuhlman tDoug_Kuhlman-ADK031@email.motcom1 
Tuesday, October 23, 2001 9:23 AM 
Kass Karen-akk019 
Re: CRO0287M 



Karen, 

No prior art that we're aware of. I am available to sign pretty much 
any time this week - preferably tomorrow or today. I have a prior 
commitment today from about 11:15 to 1:30 and that's the only thing on 
my schedule. » 

L al f° !* avs a concern ab °ue the drawings. I notice that you still have 
some old check prints from Earl Yingling. We had asked for some changes 
which do not appear on these check prints. We will need to make sure 
they are updated and correct when we do the final signing. 

Doug 



X 
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This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



